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What are the requirements for Data Subject 
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State 
Overview

• 26 States introduced 51 bills

• 4 passed (CA, CO, VA, UT)
⁃ CT pending Governor signature

• Steeped in GDPR Principles

• Similar to existing State Laws
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State 
Overview
• All have consumer rights

• All have slightly different requirements
⁃ Private Right of Action
⁃ Rectification
⁃ Automated Decision Making
⁃ Sensitive Data
⁃ Privacy Impact Assessments
⁃ Do Not Sell Requirements
⁃ Data Retention
⁃ Privacy Notices
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Rights

6

Rights CA
CCPA

CA
CPRA

VA
VCDPA

CO
CPA

UT
UCPA

Access X X X X X

Correction X X X

Portability X X X X X

Deletion X X X X X

Limit Sensitive PI X X

Non-Discrimination X X X

Opt-Out Automated Decisionmaking X

Opt-Out Targeted-Behavioral Advertising X X X

Opt-Out Profiling X

Opt-Out Processing X

Opt-Out Sale X X X

EMPLOYEE RIGHTS X
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Structured 
vs 
Unstructured 
Data

• Structured Data
⁃ Uses a predefined and expected format
⁃ Is in a predefined and fixed format
⁃ Enables easy entry, querying and analysis

• CRM forms, online transactions, website forms

• Unstructured Data
⁃ The common thread with all unstructured data is a lack of 

definition
⁃ Lacks metadata tags such as time stamps, file names, field 

definitions
⁃ Makes up about 80% of an organization's data

• PDFs, Word/Excel/PowerPoint, Salesforce, images, emails, 
texts, social media 
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Redaction
• Definition 

⁃ Obscuring or hiding text to remove sensitive or unrelated 
information from otherwise disclosable records 

• Challenges
⁃ Identifying all pieces of information that may be hiding across 

multiple systems, programs, devices
⁃ Thoroughly redacting that information prior to production of 

information being requested 
• This is particularly relevant to employee access requests 

where other employee data may be exposed
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Talk Track: 
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Encrypted 
Consumer 
Report

Reporting/KPIs
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With WireWheel, intake, manage and fulfill DSARs…

Automated 
Data Retrieval

AppAppApp

Manual
Owner or 
Assignee Task(s)

Consumer

Start

Employee

Monitor while 
achieving 
compliance

Email Verification1

User Validation
2

manually or 
automatically 

Customer Facing Portal
Basic to highly branded



Organizations need to 
manage numerous 
requirements to 
safeguard customer & 
employee privacy

Vendor risk management

Data breach notifications

Privacy training

Regulation tracking

Subject requests management

Access governance/ minimization

De-identification

Data minimization

Personal data record-keeping

Privacy impact assessments 

Cross-border data transfers/ residency

Consent and preference management



Organizations use manual and point-in-time controls 
that result in inefficiency and high costs

80%
Update data map/flow monthly, 
quarterly, or yearly2 with 32% use 
email, spreadsheets, and in-person 
communication for the task3

97% Hasn’t fully automated subject 
request management3

67% Conduct privacy training annually and 
10% has no privacy training1

$1,702.28

135.61

Average 
cost per 
DSAR

Average 
number of 
DSARs per 
mo

$230K
Total 
monthly 
cost

Cost of Data Subject Access 
Requests (DSARs) per month 

Source: Data protection and privacy survey December 
2020 (n=336), IDC 

67%

80%

97%
Source: 1 Privacy in Practice 2021, ISACA (n=1,873)

2 Data Protection and Data Privacy Survey Dec 2020, IDC (n=325)

3 IAPP-EY Annual Privacy Governance Report 2021 (n=473)



Microsoft Priva

Identify critical privacy risks and conflicts

Automate privacy operations and response to 
subject rights requests

Empower employees to make smart data 
handling decisions

Safeguard personal data and build a privacy resilient workplace



Dave Donaldson
Right to access

Right of data portability

Right to be forgotten

Automatically
gather all
relevant data

Securely collaborate 
with Teams private 
channels & Power 
Automate

Secure delivery
and defensible processes

Leverage built-in review 
to annotate and redact 
content

Legal holds
Confidential 
information

Multiple 
personal 

data

Detect and flag conflicts

Retention 
policy

Data Subject Access Requests
Use automation and secure collaboration to fulfill requests 
at a much faster pace, reducing cost and compliance risk

**

** we provide a Power Automate 
template to help with custom actions 

With Microsoft Priva



Integrating Microsoft Priva with Ecosystem

Dave Donaldson

A customer/employee 
submits a subject access 
request

WireWheel automatically creates a 
request in Microsoft Priva via open 
APIs

Monitor progress of request. Once 
complete, a secure link to access data is 
automatically shared via the API

WireWheel informs and share all data 
access content across systems with the 
data subject 

The request is processed in Microsoft 
Priva

The data subject can access 
personal data including 
Microsoft content

Privacy APIs

Automate request creation, monitor 
progress, receive data packages, and 

more
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Demo
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Questions
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June 22-23, 2022

Register at wirewheel.io/spokes

Past topics include



info@wirewheel.io
wirewheel.io

Thank you 

For more information contact:
Rick Buck - rick.buck@wirewheel.io
Hammad Rajjoub- Hammad.Rajjoub@microsoft.com
Sheridan Clemens - sheridan.clemens@wirewheel.io

Visit wirewheel.io

mailto:rick.buck@wirewheel.io
mailto:Hammad.Rajjoub@microsoft.com
mailto:sheridan.clemens@wirewheel.io
https://wirewheel.io/microsoft-priva-dsar-privacy-integration/

